Mirs comments are green!

General: 

· Table of contents

· Will this go up on the web? In which format?

· Be consistent with introduction/overview/summary/conclusion

· Careful with doc numbers, they tend to change, if possible use doc names.  If we refer to numbers it must be ‘ripe’ not ‘Ripe’  

· Consistent with active/passive (you/the lIR); I don’t care either way as long as it is consistent.

· e-mail instead of email or mail

I suggest the following order of the sections:

1. Intro

2. Setting up new LIR

3. New LIR’s first request for its internal network

4. Customers request

5. Reverse delegation 

6. AW policies and procedures 

7. Special cases

8. New Allocation

9. Ipv6

10. Advanced Reverse Delegation

11. Administrivia (is this the correct title for all what is described in this   section? Maybe they should all be their own chapters: audit, billing,   closure & take over) 

12. Advanced DB issues 

13. Routing registry

1. Intro: who is going to write this and when?

2. SETTING UP A NEW LOCAL INTERNET REGISTRY (LIR​)

Summary
This section provides an overview of all the steps in the registration process of becoming a Local Internet Registry(LIR). 

Administrative details such as contact persons and the "registry identifier" are arranged in this phase. The reasons for these policies (procedures) and the request for details are outlined in this section.

2.1 Steps to become an LIR

Document (ripe-160) "Guidelines for Setting up a Local Internet Registry at the RIPE NCC" describes in detail the process of becoming an LIR. This document also contains the necessary application form. All communications at this phase is done by email using the following address: 

new-lir@ripe.net
After sending a request to establish a registry there are 3 main steps to follow: 

1. Establishment of an entry in the Local Internet Registry list

2. Agreement to Registry procedures, assuring that the relevant policies and guidelines defined in various RIPE documents are understood and followed.

· Reading the relevant RIPE documents

(the list of RIPE documents can be found in section XX (RIPE Documents) of this handout)

· Signing the RIPE NCC Service Agreement

"The Standard RIPE NCC Service Agreement" (ripe-191)
(Two signed copies, returning one copy to the RIPE NCC offices)

3. Payment of the initial start-up and yearly fee

· More details about billing will be provided in (section 7.2 - Administrivia - Billing Procedures). All billing matters should be sent by email using the following address: 

billing@ripe.net
Hostmasters can be reached at the following email address: [WHERE DO WE INTRODUCE THE HOSTMASTERS - MAYBE IN SECTION 1 ON RIPE NCC? ]

Not necessary to introduce them in this document

hostmaster@ripe.net
2.2 Contact Persons
The RIPE NCC requires the following contact information from each LIR:

· General contact information (address, tel., fax, email)

· Names of contact persons

· Billing information (including VAT number - if billing address is in the EU)

The general contact information will be publicly accessible on the RIPE NCC website however the information is restricted by a data copyright.

Please note: only the registered contacts of the LIR can request address space or change contact information. 

Contact information can be updated by contacting hostmaster@ripe.net. Contact information can also be updated using role objects in the RIPE Database. More details about this can be found in section XX (Maintaining Database Objects)
The RIPE NCC requires all members to be subscribed to two mailing lists: 

local-ir@ripe.net
(list used to send out important announcements about informational issues such as RIPE documents, Training Courses, RIPE Meetings, etc.) and important policies 

ncc-co@ripe.net
(list used to send out announcements more suitable to management within an LIR)

Each LIR is asked to provide the RIPE NCC with email addresses for both lists. It is assumed that at least one representative of each registry follows the information sent to the lists. To unsubscribe or change subscribed addresses send an email to hostmaster@ripe.net. 

Policies are discussed and developed on lir-wg@ripe.net. It is strongly recommended that at least one representative of each LIR follows this list.

2.3 Registry Identification (Reg ID)
When the RIPE NCC has established an entry in the LIR list the LIR will receive a Registry Identifier (Reg ID) which is used to identify your organisation as a registry and distinguish it from end users. This reg ID can be chosen by the LIR.


Format of the Reg ID is:


<country code>.<registryname>
Once your organisation is established as a Local Internet Registry every email sent to <hostmaster@ripe.net must include a Reg ID either in the mail header or in the body of the message, preferably at the top. (on top of the message) 

Note: Messages without a Reg ID will bounce, because the RIPE NCC can only provide service to LIRs and this is the way to distinguish between LIRs and individuals. Therefore it is advised to modify your mail header to include a line similar to the following: 


X-NCC-RegID:nl.bluelight
Conclusion
[NOT COMPLETED]

You should now be aware of all the steps that are involved when setting up an LIR.

References
New LIR Documentation:
http://www.ripe.net/lir/newlir/index.html

FAQ Document:

http://www.ripe.net/lir/newlir/newlirfaq.html
Billing doc & charging scheme doc

Service agreement

3. New Registry's/LIR’s First Request for It’s internal network

INTRO 

[NOT COMPLETED] (same than summary?)
Summary
This section provides a detailed overview of the following steps:

· Completing the Request Form (Section 3.1.)

· Communication with RIPE NCC hostmasters (Section 3.2.)

The RIPE NCC request evaluation will be discussed in Section XX, Customer's Request.

Terminology

[NOT COMPLETED] what’s missing?

Allocation: Address space given to Local Internet Registries for them to assign to their

customers.

Assignment: Address space given to end-users for internal use in operational networks.

Sample First Request

One of the most common reasons for becoming an LIR is the need for IP address space. Address space can be obtained from the RIPE NCC by submitting the complete (RIPE) document "European IP Address Space Request Form" (ripe-141).

As a first example we will look at one of the most common scenarios: An LIR needs IP addresses for its own network. 

In this case, only a description of the LIR’s own infrastructure is required. The LIR’s customers’ need is not to be included.

An example of a completed Request Form is included at Page XX in (your handouts). 

3.1. Completing the Request Form 

The Request Form (ripe-141) is divided into 4 parts with the following subdivisions: 

1. General Information

· Overview of Organisation

· Contact Information

· Current Address Space Usage

2. The Request

· Request Overview

· Addressing Plan 

3. Database Information 

4. Additional Information 

This is the order the RIPE NCC hostmasters evaluate Address Space Requests. This is not relevant and should go out.

The handout and the training course should follow the order of the form. If the form is in the wrong order, then the form should be changed, not the explanation of it.

However, in this example the most important and most complicated part of the request is explained first: The Addressing Plan.

3.1.1. Addressing Plan

Before a request is submitted to the RIPE NCC, the LIR needs to gather information about the design of their network. Plans for future developments also needs to be taken in consideration. The following questions are relevant:

        - Which physical segments does the network consists of? consist

        - What will each segment be used for?

        - What equipment will be used?

        - How many hosts are in each segment?

        - What are the expectations of growth (within the coming 2 years)?

The answers to the questions above correspond to the fields in the Addressing Plan, for each physical subnet. Starting from the right to the left:

The Description field is used to specify a short but semantically meaningful

description of the role of the subnet in the user's organisation. Any 

vague descriptions should be avoided. If the whole description doesn’t fit in the, a (typo) separate description can be attached to the Addressing Plan.

The number of network interfaces immediately required in the subnet, along with the

projected need for the coming 12 and 24 months are to be entered in the

“Immediate”, “1yr” & “2yr” fields of the subnet entry. The numbers in these fields

should be cumulative, showing the total number of addresses used in each

period. They should show the actual amount of addresses needed based on concrete

technical plans. 

The time frame of 1 and 2 years is merely a guideline - if it is not possible to provide exact plans for the coming 2 years the titles of the columns may be changed to a shorter period, for example, 3 months and 6 months or 6 months and 1 year.

The Size field is used to specify the size of the subnet, which determines

the maximum number of network interfaces that can be incorporated in the subnet. It needs to be to the power of two, and should of course be greater than the number specified in the 2yr field. Furthermore, 2 addresses need to be added to the number of actual interfaces when calculating the total address-need: one loop-back address and one broadcast address. 

The Subnet mask has to correspond to the size of the subnet. A list of

correct subnet masks can be found at the following URL:  

http://www.ripe.net/lir/services/subnets.html
In the Relative Prefix field, the relative position in the assigned address space at which the addresses for each subnet will start should be specified. The

relative position of the first subnet is always 0.0.0.0. 

For each subsequent subnet, the start position needs to be selected to allow for the total number of hosts in the Size fields of the subnets which precede it. 

( ((( QUE???
Subnets should start on correct bit boundaries. A simple way of verifying this is to ensure that the number in the Relative Prefix is devisable by the size of the subnet. 

For conservation of address space, the start positions of the subnets should be selected to minimise padding in the address space. In the example below, the rows are arranged in decreasing order of the Size field. This scheme can be generally applied to prevent wasting address space between subnets. 

Totals also need be included, as they are also used to fill in the following part of the request: The Request Overview.

Example:

    #[ ADDRESSING PLAN TEMPLATE ]#

                                                    Addresses Used 

          Prefix          Subnet Mask      Size  Immediate 1-yr  2-yr  Description

 0.0.0.0         255.255.255.128    128   100     100   100 dial-up Amsterdam

 0.0.0.128       255.255.255.128    128     0     100   100 dial-up Utrecht

 0.0.1.0         255.255.255.224     32    10      12    20 web/mail/ftp servers Amsterdam

 0.0.1.32        255.255.255.224     32     0      12    25 web/mail/ftp servers Utrecht

 0.0.1.64        255.255.255.192     64    24      35    50 Amsterdam office LAN (*1)

 0.0.1.128       255.255.255.192     64     0      30    40 Utrecht office LAN

 0.0.1.192       255.255.255.240     16    14      14    14 training room LAN Amsterdam

 0.0.1.208       255.255.255.240     16     8      10    13 e-commerce servers

 0.0.1.224       255.255.255.240     16    14      14    14 Inet cafe Amsterdam

0.0.1.240       255.255.255.248      8     2       4     6 web design dept. LAN Amsterdam

 0.0.1.248       255.255.255.248      8     0       0/4     6 training room LAN Utrecht

                                    512   172     331   388 Totals

(*1) Office LAN = workstations, router, 2 printers and 1 fileserver

References:

URLs!!

3.1.2. Request Overview

The Request Overview is used to obtain a quick idea of the scale of the request. 

The first 7 lines from the Request Overview should be completed from the “Totals” line in the Addressing Plan. 

In this example they look like the following:


 request-size:            512

          addresses-immediate:     172

          addresses-year-1:        331    

          addresses-year-2:        388      

          subnets-immediate:       7

          subnets-year-1:          10

          subnets-year-2:          11

The current and planned connectivity is specified in the inet-connect field:

· If an LIR already is connected, YES should be filled in and it should also state with which provider

· if an LIR is planing to connect, it should be clarified when and with which provider.

The country-net field specifies the country where the network is operating.

Either the two letter ISO 3166 country code can be specified, or the full name.

Private-considered: Using private addresses helps meeting the conservation

goal. For this reason, users should always be informed that private addresses might

be a viable option. However, for an LIR's own infrastructure this is usually not an option.

The value of this field should in any case always be "yes" (to show that) if  private addresses have been considered. 

In the request-refused field it should be specified if a previous IP request has been refused and why. 

PI-requested: If provider independent address space is requested, special measures need to be taken by the LIR processing the request. This will be further discussed in Section "Special Cases". 

Address-space-returned: If the user is returning address space in exchange

for a new assignment, the RIPE NCC needs to be notified.  The range to be returned,

the approximate date of return and the registry or ISP to whom the addresses will be

returned should be specified. A time frame of 3 months for renumbering has been

proven reasonable in most cases. 

Example: 

          inet-connect:            YES, already connected to "an ISP"

          country-net:             NL      

          private-considered:     Yes       

          request-refused:         No

          PI-requested:            No      

          address-space-returned:  195.20.42/25 to "old ISP" within "3 months time"

References:

URLs!!

3.1.3. Requester & User

Contact information is required for the person submitting the request (Requestor) as well as the person to whom the address space will be assigned (User). This information is to be entered on the Requester and User contact templates, displaying full name, organisation, country, phone, fax-no, and e-mail address.

The organisation refers to that in which this person works, and the

country refers to that in which the person's office is located. The

telephone and fax numbers should include the country prefixes in the

form +code, and e-mail address should be specified.

The contact person information is only collected to facilitate the address space

request. It may or may not include data for persons that will later be entered in

the RIPE database. 

In this case, Requester and User are the same person. Two sets of data are however always required. (general comment for RS: does this still make sense? How often is the requestor NOT the LIR?)

Example: 

    #[ REQUESTER TEMPLATE ]#

          name: Jan Jansen

          organisation: Blue Light Internet BV

          country: NL

          phone:   +31-20-555 5555

          fax-no:  +31-20-555 5556

          e-mail: jan@bluelight.nl

3.1.4. Overview of Organisation

The Overview of Organisation should show the structure of the organisation to which the addresses are to be assigned and which part of the organisation will make use of the addresses. The following questions should help providing sufficient information:

· What is the name of the company?

· What are the company activities?

· Where is the company located?

· What is the structure of the company?

· Does the company have subsidiaries and where?

· Where are the headquarters?

· For what part of the company are the addresses requested or is it for the whole company? 

3.1.5. Current Address Space Usage

A table similar to the Addressing Plan is needed to describe current addresses in use. It is compulsory to state the actual range of addresses the organisation uses, and to list all of them, assigned to various departments or subsidiaries.

Specific differences between Addressing Plan and Current Usage are: ?? ((
Actual prefix  - Relative prefix

Addresses in use – addresses planned to use

Example:

#[ CURRENT ADDRESS SPACE USAGE TEMPLATE ]#

                                                   Addresses Used 

Prefix          Subnet Mask      Size  Current 1-yr  2-yr  Description

172.20.42.0     255.255.255.192     64    16      30    50 Dial-up Amsterdam

172.20.42.64    255.255.255.224     32    10      22    29 Amsterdam office LAN

172.20.42.96    255.255.255.240     16     4       6     8 Utrecht office LAN

172.20.42.112   255.255.255.240     16     6      10    13 mail server 

                                   128    36      68   100 Totals

I don’t think this is consistent with the addressing plan but it should be.

3.1.6. Database Information 

Every assignment needs to be registered in the database separately.

The RIPE NCC database will be further explained in under (typo) the section "Customer's

Request".

Contact details of the person(s) responsible for the network are specified in

person template(s). In this example, it is assumed that the person object already exists in the RIPE Database. This is visible in the nic-hdl field.

#[ PERSON TEMPLATE ]#

            person:  Jan Jansen

            address: Blue Light Internet

            address: Oudezijds Achterburgwal 13 can all trainers pronounce this if necessary?

            address: Amsterdam

            phone:   +31-20-555 5555

            fax-no:  

            e-mail:  jan@bluelight.nl

            nic-hdl: JAJA1-RIPE

            notify:  

            mnt-by:  

            changed: jan@bluelight.nl 19980808

            source:  RIPE

Description of all the mandatory attributes and their values: 

The person's name is specified in full in the person field. The full postal

address is specified using multiple address fields. The international

telephone number which can be used to reach the person at work is entered in the

 phone field and is mandatory; the fax number is optional. The

nic-handle for this person is entered in the nic-hdl field for unique identification in the database.  The submitter's e-mail address must be specified in the changed field together with the date the template is submitted. The source field is used to specify the registry database where the object can be found (in this case “RIPE”) 

Optional fields can be left empty.

Information about the organisation that will be using the addresses must also be

supplied for maintenance of the RIPE database. The network template covers this purpose.

#[ NETWORK TEMPLATE ]# 

            inetnum:  

            netname:  BLUELIGHT-1

            descr:    Blue Light Internet

            country:  NL

            admin-c:  JAJA1-RIPE

            tech-c:   JAJA1-RIPE

            status:   ASSIGNED PA

            notify:   

            mnt-by:   

            changed: 

            source:   RIPE

The inetnum  field can be left blank in the request and will be used for

entering the IP address numbers into the database. It can also be in the format

"x.x.x.x/nn", with "nn" being requested size in prefix notation. To help identify

this assignment in the RIPE database, a short, but semantically meaningful name

must be entered in the netname field, that describes a network. However, it

doesn't have to be unique.  Explain why it is useful to be unique: because it is a search key in the DB.

A short description of the organisation that will use the assigned addresses is also needed. This information is specified using one or several descr fields . The

ISO 3166 country code should be specified in the country field.

The admin-c and tech-c fields are used to reference the administrative and technical contact persons, respectively, by their NIC-handles. The administrative person specified in the admin-c does not have to have technical knowledge of the network, but must be administratively responsible for it.  The technical person specified in the tech-c field may be a network support person located on site, but could also be a consultant that maintains the network for the organisation. In both cases, more than one person can be specified. If the person already has a nic-handle and person object in some other database, they can use that same nic-handle in the RIPE database.

The type of assigned address space must be registered in the status
attribute of the inetnum object as ASSIGNED PA. 

The value of the changed line is hostmaster@ripe.net, as they/the RIPE NCC will submit

this object to the RIPE Database, because it is the first assignment the lIR makes (in this example at least) .  If the object is updated later, the original

changed field should be kept (and a new one added) because since it shows the date on which the assignment was originally made.

3.1.7. Additional Information

Any information that can facilitate the understanding of the request size should be added to the request, such as:

· pointer to web site 

· topology map (design of the network)

· deployment plan 

· special purpose hardware/software

all this might be necessary to fully understand the network plan and how the network will be deployed. If this is already clear from the required documentation, no additional documentation is needed. 

3.2. Communication with hostmasters 

[NOT COMPLETED]

?????

All information submitted to the RIPE NCC is handled with strict confidentiality. strictly confidential.

3.2.1. TheTicketing System

The RIPE NCC is using a ticketing system that facilitates retrieval and archiving of incoming messages. The ticketing system assigns a unique ticket number to each request as it is first received in the role mailbox:

hostmaster@ripe.net

An acknowledgement containing this ticket number is automatically sent to the requester. This ticket number is quoted by the RIPE NCC in each message referring to the request, and must be referenced by the LIR in all subsequent messages related to this request. The ticket number remains valid until the request has been completed. Every new request gets a new ticket number. An LIR should therefore never send two requests in the same message. Moreover, as a ticket number is associated with a specific request, it should never be reused/re-used (?).

The format of the ticket number is:


NCC#YYYYMMXXXX

For example:

        NCC#1999073280

The status of a certain ticket can be looked up on the following web page:


http:// www.ripe.net/cgi-bin/rttquery

3.2.2. The hostmaster-robot

Apart from a ticket number, other automated actions will be performed by the hostmaster "robot" on mails sent by any LIR. The robot does initial syntax checks of the request, like verifying whether all necessary sections are there and if all mandatory fields are correctly

completed. It can also point out (to) certain policy problems such as reservations, inefficient usage etc. Furthermore It (typo) will reject any message not containing a valid Reg-ID.

As a reply, the LIR will receive an acknowledgement that the message has been correctly received, with diagnostics of the processing of the request. For more detailed information, “LONGACK” (without quotation marks) can be included as a keyword in the subject line. If resending a request with corrections according to the error messages received, the same ticket number should be used.

If the request does not contain any mistakes, the robot forwards it to the wait queue.

“ROBOTHELP” not just HELP??? (without quotation marks) can be included in the subject line for more help regarding the robot.

Refererence:

http://www.ripe.net/lir/services/status.html
(what does this show?)

3.2.3. Request Approved

[NOT COMPLETED] - THERE ARE HTML EXAMPLES AVAILABLE!

Together With the first ASSIGNEMENT (request), the RIPE NCC will automatically allocate a /19 (8192 addresses) to the LIR. , an LIR will automatically

get a /19 ALLOCATION (8192 addresses) 
The RIPE NCC hostmasters enter allocation- and assignment objects into the database for the LIR at this stage and the LIR can announce the entire prefix to the Internet. their whole allocation to the Internet

URL!!

Summary

This section describes which documentation is necessary to gather of a planned network before address space can be assigned (style!!!)

. 

With an LIRs first request for address space, together with assignment for the

operational network (either for the LIRs first customer or for their own

infrastructure), the LIR receives an allocated block of /19, which can be

announce as one route to the LIRs upstream provider.

However, for any further assignments out of this block, requests have to be sent to RIPE NCC for approval.  

[NOT COMPLETED] what’s missing?

4. CUSTOMER'S REQUEST 

this should either  be discussed before explaining the addressing plan or we need to add another addressing plan representing a customers network. 

Summary
This section will outline the assignment process between you (the LIR) , your (its)  customer, and the RIPE NCC, (by customer we mean a company or organisation with a network wanting to connect to the internet (Internet) through you).

Section 4.1 - One step of the assignment process is to send a request form (ripe-141) "European IP Address Space Request Form" with details about your customer's network for evaluation by a hostmaster at the RIPE NCC. This evaluation process is explained so that an LIR can apply the same criteria to information gathered from its customers.

Section 4.2 - This section also describes how to create person and inetnum objects  in the RIPE Database.

4.1 Assignment Process <- SHOULD BE CHANGED INTO "EVALUATION"WHY?

The assignment process between the LIR, its customer and the RIPE NCC is quite simple. (This process is outlined in detail from section 4.1.1 - 4.1.7)
Information about a customer's network set-up and company background should be gathered. This can be done using the following form:

· (ripe-141) "European IP Address Space Request Form" 

The information should be evaluated by the LIR before it is sent to the RIPE NCC. When the LIR is satisfied with the customer's request it should be sent to hostmaster@ripe.net (remember to include your reg-ID).

The RIPE NCC will send an e-mail message informing the LIR about the approval of the assignment for it's customer (see section 4.1.6 - Request Submission & Approval). Following receipt of this e-mail the LIR should update the RIPE DB with the inetnum object and any person objects not registered (see section 4.2 - Creating DB Objects)

I find it a bit confusing to have this summary here before you explain everything again in detail.

4.1.1 Gathering Information
A separate (ripe-141) "European IP Address Space Request Form" form must be used per customer (even for those small customer's requiring less than a /24) explain why (because it can lead to confusion and it can lead to the fact that an assignment to one customer has to wait for clarification of a request from another customer).

· Information and documentation exchanged with the RIPE NCC must be in English

· All the information is kept strictly confidential apart from the inetnum and person objects in the  RIPE DB.

4.1.2 Evaluating General Information

The RIPE NCC evaluates the general information received in the following way:

· Review of #[OVERVIEW OF ORGANIZATION TEMPLATE]# to determine the kind of organisation requesting addresses. (small organisation  (why?) and multinational requests will differ).

· The #[REQUESTER TEMPLATE]# and #[USER TEMPLATE]# are checked as they contain contact information.

· The #[USER TEMPLATE]# should include contact details of a staff member at the organisation requesting IP's. The #[REQUESTER TEMPLATE]# usually includes the details of a contact person at the LIR.

4.1.3 Evaluating a Request Overview

Following a review of general information the #[ REQUEST OVERVIEW TEMPLATE]# is examined as it provides a quick overview of the whole request. The total line from this template should match with the figures in the #[ ADDRESSING PLAN TEMPLATE]#. (see section 4.1.6 - Evaluating Addressing Plan) These figures will also show whether or not there are reservations.

Add: is request size consistent with addresses needed during next 2 years (this is actually not the case in the example!)

Please see following template:

#[ REQUEST OVERVIEW TEMPLATE]# 

request-size: 1024

addresses-immediate: 256

addresses-year-1:512

addresses-year-2:512

include the rest of the template (maybe not in bold) 
The example above shows that 512 IP's are estimated to be used in the second year out of 1024 (total amount requested) therefore, the remaining address space is considered as reserved address space.

· The 'private-considered' field should contain YES, which means the customer has been informed about the possibility of using this type of address space. Already explained before 
· The 'PI-requested' field should contain NO, since in this case your request is for PA (Provider Aggregatable) space.

4.1.4 Evaluating an Addressing Plan

The RIPE NCC evaluates the Addressing Plan Template received in the following way:

This is irrelevant. Better: the LIR should evaluate the addressing plan …

· The #[ ADDRESSING PLAN TEMPLATE]# is checked to see whether the 'Description' field provides a clear idea of the use of the addresses per subnet. 

· A review of the addresses used immediately, in year-1 and year-2 provide a utilisation and efficiency of use rate. As a general guideline the following figures indicate efficient usage: 

1. 25% of the total address space requested is used immediately

2. 50% of the total space is used in year-1.

The fact that the Addressing Plan offers a 2 year forecast does not imply it has to be filled in

(said before)  this way. The columns can be altered to depict a time scale more appropriate for the customer  (e.g. 3 months, 6 months). If a customer cannot provide an estimate based on real and concrete plans the columns under header 'Addresses Used' can be left blank. In this case an explanation of address usage must be given.

If efficient use is not shown, additional information with a concrete usage forecast may be requested. It is recommended to only assign the addresses for which utilisation can be shown and to request additional space closer to the time it is needed. (If this information cannot be provided or is not justified a recommendation will be given to request the space closer to the time it is needed.)

4.1.5 Motivation for  'No Reservations' Policy/Internal Routing &  Reservation 

LIRs can manage the address space allocated to them autonomously. Howeer, it is recommended, that
(The RIPE NCC recommends that) LIRs do not manage a customer's allocation and reserve too much address space. When reserving address space within an allocation 3 things can occur:

· The customer comes back and requests exactly the amount reserved [ Eureka!]

· The customer comes back but requests more space than the amount reserved

· The customer never comes returns for more address space

Is it really necessary to explain all these points?

Should the last two points occur often the LIR will be faced with an allocation that contains large gaps. This will create difficulties as 80% of the total space previously allocated should be used prior to requesting additional allocations.

4.1.6 Request Submission & Approval

Syntax checks can be performed locally before submitting the request to the RIPE NCC. 

Use the on-line Web form to syntax check your IP Address Space Request in (ripe-141) format or to convert it to formatted plain text without performing a syntax check. The (ripe-141) format is explained in (ripe-142) "Supporting Notes for the European IP Address Space Request Form".

Please note: Only syntax checks will be performed and nothing will be done with your request. The request must be sent by email to hostmaster@ripe.net.
The syntax check can be found at:

http://www.ripe.net/cgi-bin/web141/web141.pl.cgi

The syntax checking part of the '"robot" can be installed locally (written in Perl, the source code available on the RIPE NCC ftp site - can be altered by LIR to suit their purposes, e.g. to translate the form into the local language) 

ftp://ftp.ripe.net/tools/autohm.1.24.tar.gz

Please wait until you receive the approval message from the hostmasters before entering the objects in the RIPE DB and/or informing a customer. The approval message will be as follows:

Dear Jan,

This is to inform you that the RIPE NCC has approved the assignment of a/24 range of addresses to the network SHOES-NET.

You may assign these IP addresses from within the address range currently allocated to you by the RIPE NCC.

Please ensure that you update the RIPE database with the correct object before you inform your customer (or request reverse delegation). Assignments that are not entered into the database or are entered with a date earlier than today will be considered invalid.

Please inform The RIPE NCC if you change the netname attribute in the inetnum object in the RIPE whois database or if you intend to combine multiple assignments into one object in the future as we will have to update our records.
The message provides information about the prefix approved for your customer's network identified by the netname (SHOES-NET). The RIPE NCC keeps internal records of each ticket with an approval line which includes the netname. The approval line (with the netname included) is checked when requesting reverse delegation (see section 5. - Reverse Delegation).
4.1.7 Internal Administration

Following receipt of an assignment approval message from the RIPE NCC (see section 4.1.6 - Request Submission and Approval) the LIR can specify the range from within the allocation to assign to its customers. [SHOULD HAVE A POINTER TO A SECTION ON ASSIGNING TO CUSTOMERS] ????

· Please keep local records up-to-date. At this point records will consist of all the messages exchanged between an LIR and the hostmasters at the RIPE NCC for each particular customer.

Keep address assignments together with customer details,. Also keep al doc. Gathered for this request. If you made an unusual decision or if you have any additional background information, keep it as it can be useful for future staff or the RIR or IANA (or is this explained somewhere else in this section?)

Remember: all assignments must be classless and preferrably (be) on a bit boundary.

See bit boundary chart at:


[I know we have one in our internal policy document, do you know of any public place where this is available?] I thought we have one on www.ripe.net/member-services 
4.2 Creating Database Objects

The final step in the assignment process is to update the RIPE Database with person objects for all the admin-c's and tech-c's of the inetnum object and the inetnum object itself. For more information about inetnum (see section 4.2.3 Creating 'inetnum' Objects) 


[Nothing in this section describing security or protection of data in the database]
4.2.1 Creating 'person' Objects
Only one person object should be created per person. Prior to entering a person object in the RIPE Database a check should be made to see whether the individual is already registered.

This can be determined by searching the database using the name of the person or their email address (it is recommend to use the name of the person as a person can have more than one email address):

$ whois -h whois.ripe.net Piet Bakker

% Rights restricted by copyright. See

http://www.ripe.net/db/dbcopyright.html

% No entries found for the selected source(s).

%

% If you would like to search on arbitrary strings,

% please see the Database page on the RIPE NCC

% web-site at http://www.ripe.net/db/

% This will only work for RIPE data.
If the output above is received no entries exist and a person object should be created. 

A person template can be obtained from the RIPE database using the -t flag (where 't' stands for template):

$ whois -h whois.ripe.net -t person

will provide the following template:
person:  [mandatory]  [single] [primary/look-up key]

address: [mandatory]  [multiple]   [ ]  

phone:   [mandatory]  [multiple]   [ ]  

fax-no:  [optional]   [multiple]   [ ]  

e-mail:  [optional]   [multiple]   [look-up key]

nic-hdl: [mandatory]  [single]     [primary/look-up key]

remarks: [optional]   [multiple]   [ ]  

notify:  [optional]   [multiple]   [inverse key]

mnt-by:  [optional]   [multiple]   [inverse key]

changed: [mandatory]  [multiple]   [ ]  

source:  [mandatory]  [single]     [ ]  

The -t <object_type> flag can be used to retrieve the template of the object specified after it. It provides more detailed information about every attribute: is it mandatory or optional, can it be just in one line, or in multiple, and is it used as a key. 

Also mention the –v flag.

Detailed information about person objects is outlined in the following document:

· (ripe-157) "RIPE NCC Database Documentation"
For person object submission instructions  (see section - 4.2.4 Database E-mail Interface)
4.2.2 How to obtain a NIC-handle (nic-hdl)
One of the mandatory attributes of the person object is the NIC-handle. NIC-handles are a (will provide a) unique identifier attached to a person which can be used as a reference. It is basically the person's ID and avoids ambiguity of persons with the same name. 

The format of the nic-hdl is as follows: 

· initials of the person + an arbitrary number given by the Database robot '-' (dash) followed by the  Regional Internet Registry name.

nic-hdl example: JJ337-RIPE
A RIPE NIC-handle can be obtained by filling in the following in the nic-hdl field:

nic-hdl: AUTO-1

When creating a person object, as the value of nic-hdl attribute you should put AUTO-nn[xxxx], nn being any number. Database software will either take initials from person's name, or use initials you want to force if they are stated as x. 

example

Detailed information about NIC-handles is outlined in the following document:

· (ripe-157) "RIPE NCC Database Documentation"
4.2.3 Creating 'inetnum' Objects (Network Objects)
The template form in the (ripe-141) "European IP Address Space Request Form" document or the "-t" flag in the command line of the database can be used:

$ whois -h whois.ripe.net -t inetnum

example output.

Also show that you can create nc-hdl at the same time as inetnum object.

To create an inetnum object the range of IP's that has been assigned to a customer must be filled in the inetnum attribute field. The nic-hdl attribute should contain the nic-hdl obtained from the creation of a  person object (see section 4.2.1 Creating 'person' Objects).
Detailed information about inetnum objects is outlined in the following document:

· (ripe-157) "RIPE NCC Database Documentation"
For inetnum object submission instructions  (see section - 4.2.4 Database E-mail Interface)
4.2.4 Database E-mail Interface
When submitting new object templates, completed templates should be sent in an email to: 

auto-dbm@ripe.net
with the keyword NEW in the subject line (is this needed or required?) . This is an automatic mailbox, handled by a robot. The syntax of the template will be automatically checked by the email robot.

The email robot provides 3 different messages:

· Correctly completed templates receive an email message stating that the update was successful and the object will be registered.

· Templates with minor errors that the robot can identify and fix will receive an email message with a warning (showing the correct syntax) and the object will be registered.

· Templates with major errors will receive an email message with an error report. The reports are straight forward and identify correction which need to be made. Note: the object was not registered in the DB and the template must be corrected and re-sent to auto-dbm@ripe.net. 

If error reports continue and users are unable to locate the problem, the template and error report should be sent by email to:

ripe-dbm@ripe.net
( mailbox maintained by a human, a reply will be sent explaining the error and help and support is provided)

Detailed information about the Database E-mail Interface is outlined in the following document:

· (ripe-157) "RIPE NCC Database Documentation"
4.2.5 Checking Database Data
Prior to informing a customer about the "validity and officiality" of an assignment, the following checks should be performed in the database to ensure all information is properly registered:

Why do you refer to the test Db in this section?

 1. IP range and netname: 

$ whois -h test-whois.ripe.net <ip address range> 195.35.80.0/25

Note: The slash notation (in this case /25) can be used to either enter or look at objects, however the software will display the whole range.

Both provide the same output:

$ whois -h test-whois.ripe.net GOODY2SHOES-1

**************************************************

* This is TEST version of the RIPE database  * 

* please use whois.ripe.net for normal queries!  * 

**************************************************

inetnum: 195.35.80.0 - 195.35.80.127

netname: GODY2SHOES-1

descr:   Goody 2 Shoes Distribution

descr:   Amsterdam

country: NL

admin-c: PIBA2-RIPE

tech-c:  JAJA1-RIPE

status:  ASSIGNED PA

changed: jan@bluelight.nl 19991010

source:  TEST

person:  Piet Bakker

address: Goody 2 Shoes

address: Warmoesstraat 1

address: Amsterdam

phone:   +31-20-666 6666

e-mail:  piet@goody2shoes.nl

nic-hdl: PIBA2-RIPE

changed: jan@bluelight.nl 19991010

source:  TEST

person:  Jan Jansen

address: Blue Light Internet

address: Oudezijds Achterburgwal 13

address: Amsterdam

phone:   +31-20-555 5555

e-mail:  jan@bluelight.nl

nic-hdl: JAJA1-RIPE

changed: jan@bluelight.nl 19980808

source:  TEST

2. In your allocation ??????????????????????
$ whois -h test-whois.ripe.net -m -r 195.35.64.0/19

The m flag allows the user to look-up all those objects which are one level more specific than what you have given in your query. In the case of inetnum objects, this means that you can lookup all those inetnum objects which are the "children" of the inetnum object specified in the query  (found by an exact match).
The r flag will turn off recursive lookups. Recursive lookup of referenced contact persons objects is default.
All the flags which can be used for the database are described in the document (ripe-157) "RIPE NCC Database Documentation", Chapter 2: "Database queries and updates".

4.2.6 Customer Notification
At this stage the customer can be informed about the assignment. In order for an LIR and its customer to keep consistent information the output of the database command (see section 4.2.5 - Checking Database Data) should be the same (same as what???). 

With respect to assignments the local records of an LIR should always be consistent with records in the RIPE Database.

Conclusion

The LIR should be familiar with the assignment process between itself, its customer and the RIPE NCC. The evaluation process and criteria applied to the processing of requests received by the RIPE NCC should be clear. The LIR should be informed about the creation of objects in the RIPE Database and the utility of flags used to query the database.

LIRs should reference  (ripe-157) "RIPE NCC Database Documentation" for more detailed information about creating objects in the RIPE Database.

References
European IP Address Space Request Form: 
http://www.ripe.net/docs/ripe-141.html

Supporting Notes for the European IP Address Space Request Form: 

http://www.ripe.net/docs/ripe-142.html
RIPE NCC Database Documentation: 

http://www.ripe.net/docs/ripe-157.html
5. Reverse Delegation FONT

Overview

The aim of this section is to provide the reader with a sufficient knowledge of the procedures involved in making reverse address mapping possible for a /24 and longer prefixes. (subnet network.) The area covered is essential for LIRs that received an allocation smaller than a /16.( the procedure of requesting reverse delegation for IP addresses.)

5.1. What is Forward and Reverse Delegation ?

Applications such as ftp, e-mail, and telnet allow users to specify an Internet

host as a domain name, such as "ns.ripe.net", as names are easier to remember than numbers. However, before an application can send IP packets anywhere, its IP address must be determined. The Domain Name System (DNS) was thus devised to to obtain the IP address for a given domain name. The inverse procedure which produces the domain name from the IP address, is called reverse address mapping, and is the focus of this section.

( I would take this out here: Reverse Delegation is the process of linking IP addresses with domain names. It is

also a hierarchical authority for reverse zones. Forward delegation takes a more organisational structure whilst with reverse it depends on who distributed the IP addresses.)

Detailed information on the DNS can be found in ripe-185, Section 5.

URLs needed!!

5.2. Why is Reverse Delegation necessary?

In this example FTP is used to illustrate the need for reverse delegation. Many ftp sites want to know which domain is requesting access. If reverse delegation is correctly set up by the domain sending the packet, the accessed domain may successfully trace back the packet to its origins. (Name-based virtual hosts are an exception). Since FTP is a frequent transaction, it should now be clear that hosts from address space which have not been reverse delegated may have problems accessing some FTP sites.

If data is properly administered on the domain name servers, every public IP

address in use has exactly one domain name associated with it.

Failure of the above may have the following consequences:

(a) users are blocked from various services (ftp, mail),

(b) troubleshooting becomes more difficult since lookups cannot find the name of a

particular machine and the users cannot be identified

(c) more network traffic is generated in general as a result of failing lookup responses. 

5.3. IN-ADDR.ARPA Domain tree

THE DIAGRAM FROM THE SLIDES HAS TO BE PASTED IN HERE !!!

Here is the map of the IN-ADDR.ARPA Domain.

Similar to the UNIX file system, the full name of an IP host is determined in a hierarchical fashion. For example, the administration of the top level domain 'net' is performed by Network Solutions. The subdomain 'ripe' was delegated by them to the RIPE NCC, who uses the name 'whois' to refer to one of the hosts in our network. After the name 'whois' has been properly specified in the name server for 'ripe.net', the domain name 'whois.ripe.net' can be used to find its corresponding Internet host.

The same procedure is relevant for the name "www.bluelight.nl" [...]

Use this example, do not mention network solutions! Refer instead to ‘the administrator for the country code top level domain (in this case .nl)’’.

This tree is described in more detail in Chapters 1 & 2 of O'Reilly's "DNS and BIND",

3rd Edition.

Reverse Delegation is still very classful. It exclusively takes place on octet (/8, /16 and /24) boundaries. (An exception of this will be illustrated later.)

The same mechanism is used in reverse and forward delegation, but the authority of delegation is somewhat different.

In order to use the same mechanism as forward DNS, a special domain "in-addr.arpa" is created.

Is it necessary to explain the following: 

(The most specific information of the domain is on the left-most position :




host    org   gTLD

www.bluelight.nl
www.bluelight.nl


^^^

However, with an IP address, it most specific information is found on the the right-hand side:

                RR  RR/LIR    Cust      Host

195.35.65.1
195
.35
.65
.1

         ^^^

In order to reverse map 195.35.65.1 , it must become 1.65.35.195.in-addr.arpa)

If we leave this in, it must be correct (ccTLD instead of gTLD, RIR instead of RR)

Delegations in this domain are made by the Regional Registries who allocated the

address space and the Local IRs, if they were allocated a /16. 

Example: the RIPE NCC has been delegated the domain "195.in-addr.arpa", as it is responsible for allocations and assignments in 195/8 (among others). The RIPE NCC

delegates authority for names within the domain "195.in-addr.arpa", after the

corresponding address space has been allocated and assigned.

5.4. Procedural Steps for reverse delegating a /24

As to allocations smaller than a /16, the RIPE NCC delegates each /24

separately. The LIR has to request reverse delegation as the address space is

assigned.

i) Address space has to be assigned according to ripe-185 policies.

If and when approval is given by the RIPE NCC, the inetnum object should be registered in the RIPE Database.

When an assignment has been approved, the netname attribute in the inetnum object is

a very important reference for the reverse delegation procedure. The inaddr robot verifies that the netname in the inetnum in any requests matches the netname in the RIPE NCC internal records. Any discrepancy between the two will result in an error.

It is therefore very important to notify the RIPE NCC, should the netname attribute of the assignment need to be changed in the DB. 

What is this below…? Shouldn’t it be called something? No, but see suggestions below.

ii) Setup the /24 reverse zone on the host’s or end-user’s nameserver(s), or both.

Include here section 5.5

iii) Register the /24 domain object in RIPE Database.

Include here section 5.6

iv) Request reverse delegation.

Include here section 5.8(!)

References:

URLs needed!!

 http://www.ripe.net/inaddr/howtoreverse.html

5.5. /24 Reverse Zone Setup

The RIPE NCC inaddr robot uses the parameters found in

RFC1537. LIRs are recommended to use these parameters.

The Start Of Authority values :


refresh 28800


retry 7200


expire 604800


min TTL 86400

Zone transfers from 193.0.0.0/23 (the RIPE NCC network) must be enabled in order to check zone contents and consistencies.

At least two name servers for the zone should be set up. (One primary nameserver and one secondary.

· If the /24 is assigned to an end-user who wants to run primary, the LIR should run secondary for backup reasons. See "Subnet Delegation" below.

· If the assignment is to the LIRs network, it is recommended for another ISP to run secondary.

Please note that both nameservers should not be on the same physical subnet since both will be unreachable in the event of network failure.

The serial numbers are to be written in YYYYMMDDnn format.

References:

URL needed!

http://www.ripe.net/inaddr/howtoreverse.html#zonesetup

5.6. Registering a (The) Domain Object in the RIPE DB


domain:  90.35.195.in-addr.arpa


descr:   Reverse delegation for Z00-Net


admin-c: ZADM2-RIPE


tech-c:  JAJA1-RIPE


zone-c:  JAJA1-RIPE


nserver: ns.zoo.net


nserver: ns2.bluelight.nl


changed: jan@bluelight.nl 19991010


source:  RIPE

Above is the request form for a /24 reverse zone, a RIPE Database domain object. The nserver lines indicate that the end-user is running primary and their upstream ISP is running secondary.

The ISP/LIRs maintainer is added on this object to protect it from any interference.

This (e mntner) is optional, but recommended as it prevents external manipulation of the delegation. (no mnt-by in the example above!) In accordance with RFC 1035 names should be used in the nserver lines and not IP numbers.

5.7. Registering 'Domain' Object in RIPE Database (take out this sub-section)

Domain objects should be sent to 

auto-dbm@ripe.net
Reference:

http://www.ripe.net/inaddr/howtoreverse.html#domain24

5.8. Requesting the Delegation 

Once the (successful) domain object has been registered successfully in the RIPE Database, the whois output of the object should be sent to the following automatic mailbox:

auto-inaddr@ripe.net.

The inaddr tool verifies that the zone is correctly set up and that assignment is within the LIRs Assignment Window and consistent with the ripe-185 policies.

Reference:

http://www.ripe.net/inaddr/howtoreverse.html#request

Other URL???

5.9. Attention Areas (other name…? “Things to watch” was the original title”) I ike things to watch better than attention areas, but it is not ideal. 

· The netname in the inetnum object in the RIPE Database must correspond to the information given in the initial request, approved by a RIPE NCC hostmaster.

· The whois output from the domain object should be pasted in a mail to the inaddr robot. 

· For a detailed response, the keyword “LONGACK” can be added in the subject line.

· Inetnum and domain object should not be sent at the same time to auto-inaddr@ripe.net and to aut-dbm@ripe.net (should not be cc:ed when registering an object in the RIPE Database), due to potential synchronisation errors. The Reverse Delegation should be requested once a confirmation of the successful domain object registration is received. 

5.10. Problems

An error report is sent to the requester in case of errors. In this situation, the following site should be consulted before contacting the RIPE NCC:

http://www.ripe.net/inaddr/faq.html

If the problem persists, the full error report should be sent to the following mailbox:

inaddr@ripe.net. 

5.11. Subnet Delegation (Assignment < /24)

The 'classless inaddr' technique described in RFC 2317 enables the possibility of reverse delegation for networks smaller than /24 (or prefix longer than a /24).

However, the RIPE NCC cannot directly reverse delegate networks smaller than /24 from Provider Aggregatable blocks. The reason being the tremendous amount of administrative work generated by the fact that the RIPE NCC is high in the reverse delegation hierarchy.

It is therefore the responsibility of the Local Internet Registry holding the block from which the space originates, to request reverse delegation of the enclosing /24, and to further delegate to their customers as required.

The procedure and requirements are the same for /24.

Exception: The RIPE NCC will directly reverse delegate to zones smaller than /24 which are Provider Independent and do not originate from a Local Internet Registry PI

Allocation. If this applies or questions arise, please contact:

inaddr@ripe.net. 

References:

http://www.ripe.net/docs/ripe-185.html#toc14)

http://www.ripe.net/inaddr/faq.html#lessthan24request

Subnet Delegation Example

----------- Zonefile at provider NS ----------

$ORIGIN 80.35.195.in-addr.arpa.  # 80.35.195.in-addr.arpa delegated by RIPE NCC

0   IN   CNAME  0.0/27          

1   IN   CNAME  1.0/27             

...

31  IN   CNAME  31.0/27         

0/27  IN  NS    ns.enduser.nl. 

0/27  IN  NS    ns2.enduser.nl. 

------------ Zone file at ns.enduser.nl. ---------

$ORIGIN 0/27.2.1.193.in-addr.arpa.

@  IN  NS    ns.enduser.nl.

@  IN  NS    ns2.enduser.nl.

0     IN  PTR   x.enduser.nl.

1     IN  PTR   y.enduser.nl.

...

31    IN  PTR   z.enduser.nl.

Summary : In the section above, the following elements have been covered:

· Explanation of Forward & Reverse Delegation

· Clarification of why reverse delegation (may be required) is necessary
· The procedure for obtaining reverse delegation for a /24 and subnet network

AW Policies and Procedures - SHOULD BE MOVED AFTER 'SPECIAL CASES'?? NO, but new chapter 

The following paragraph introduces the concept of  "Assignment Window" (AW).

The purpose of the Assignment Window is to aid new LIRs in quickly and thoroughly becoming familiar with the RIPE NCC policies and procedures. It also ensures that all new LIRs use the same criteria when evaluating requests.

Assignment Window Policy 

The size of the Assignment Window determines the maximum amount of address space a LIR can assign to a customer or use for his/its  own infrastructure, without prior approval of the RIPE NCC. A new LIR will always start with AW=0, meaning that a registry always has to send every request to RIPE NCC first for approval before they/it can assign any addresses. When it is clear that the registry has completely understood the RIPE NCC policies and procedures, their/its Assignment Window will be raised. An Assignment Window of a /26, indicates that the registry can assign an amount of address space up to a sum of a /26 on an annual basis /within one year???. 

AW=0

If the Assignment Window is zero, every request needs to be sent to the RIPE NCC. 

Exception: Customers with one host at the end of a dedicated serial line needs no more than a /30 (4 addresses). When the requested address size equals or is less than a /30 it is classed as part of the provider’s own infrastructure and can be assigned without contacting the RIPE NCC.  (But request for infrastructure do have to be sent, I don’t understand.)

When is an AW raised?

When it is clear that an LIR is fully familiar with the RIPE NCC policies and procedures, the Assignment Window will be raised. Factors such as well-documented requests, correctly registered inetnums in the RIPE database and no assignments made above the LIR‘s current Assignment Window, influence this decision. 

A high Assignment Window naturally results in more responsibility to the LIR in question. The process of raising an Assignment Window is automatic, but LIRs are also encouraged to approach the RIPE NCC, should they judge necessary and justified (too complicated english?).

When is an AW lowered?

Every registry is subject to in depth auditing by RIPE NCC hostmaster on a regular basis in order to ensure fair distribution of address space. This might in some cases result in a lowering of the Assignment Window in order to correct possible Database inconsistencies or incorrect application of RIPE NCC policies. 

Whenever there is a delay with payment of the annual contribution fee, an Assignment Window may be lowered as an attempt to expedite this process.  

LIRs can also request to have their AW lowered, e.g. when new staff needs to be trained. 

Assignment Process (take out here and add further down)

Note: 

Even with an AW of a certain size, an LIR may still send the request to hostmaster for a second opinion. (Such an instance may be if a customer requests more address space then is reasonable for their network.) This is particularly useful for keeping good relations between an LIR and its customers, with the RIPE NCC taking the responsibility for the decision.  Do we really want to mention this here (in writing!), if so, we need to add a smiley or something. Imagine, the customers read this!  

How to proceed if the request is above an AW? (FORMAT)

After checking that the request form is complete the registry id/ID should be added to the form. This may be automated by adding the reg id/ID to the mail header. Comments and recommendations for better understanding of the request should be added. The request should be sent to

hostmaster@ripe.net 

The request will first pass a automatic syntax checker. Errors will need to be corrected before the request is forwarded to (the wait-q) and evaluated by the RIPE NCC hostmasters. 

Add here: Assignment Process: 

After an approval from the RIPE NCC, the following steps need to be completed by the LIR:

1. A range of addresses from the LIRs allocation is chosen

2. The assignments are made.

3. Local records are updated. 

4. The inetnum is entered into the RIPE Database.

5. An acknowledgment is received from the Database.

6. Customer is informed of what addresses they have been assigned.

References:

URLs needed!

Summary : In the section above, the following elements have been covered:

Explanation and definition of an Assignment Window

Description of the purpose of an Assignment Window

Clarification of how Assignment Windows are used.

6. SPECIAL CASE REQUESTS
Summary
Often with increased experience and life time, LIRs will receive more complex requests or requests for a specific purpose (PI, renumbering). Additional Procedures and recommendations  for such cases are explained in this chapter. 

6.1 Large Requests

Large requests for address space differ from any other request only in the attention paid to evaluating the request namely the additional information. 

6.1.1 Submitting a Large Request

Large requests should be submitted by completing the following form:

· (ripe-141) "European IP Address Space Request Form"
Please include any information which clearly states the needs of your customer, for example: 

· pointer to a web site 

· topology map (design of the network)

· deployment plan 

· special purpose hardware/software

A topology map of the current and planned network infrastructure of the requesting organisation can provide insight on the network structure. Such maps are quite useful when combined with the addressing plan and current address space usage. As topology maps are often large picture files they can be sent by fax to +31 20 535 4445. 

Please note: Topology maps and any other information sent to the RIPE NCC should include the ticket number and Reg-ID of the request related to the information sent (more information on Reg-ID in section 2.3 Registry Identification (Reg-ID).
6.1.2 Current Address Space Usage

Before new addresses are assigned information regarding address space assignments previously made must be provided. A detailed description outlining current address space usage and previously assigned addresses is required. 

To evaluate a request a comparison can be made between the current address space usage reported with other information available, e.g. RIPE Database. To examine whether a customer has reported all addresses assigned to an organisation the whois client or web interface can be used to search for objects referencing either company name, contact persons' name or e-mail address. The full text search tool (based) "glipmse" (typo) is useful to search for attributes that are not indexed in the database such as company address. The whois client and the full text search (based) glimpse (search) can be found at:

http://www.ripe.net/db/ 

After verifying the current address space usage a check should be made to consider whether requested IP addresses can be taken from addresses already assigned.

Current Address Space Usage is outlined in the following document (what does outlined mean in this context (how to complete template or what?): 

· (Ripe-185) "European Internet Registry Policies and Procedures"
6.1.3 Private Address Space

The RFC 1918: "Address Allocation for Private Internets", describes private address space and explains the ranges that have been set aside for Private Networks.

Private address space is recommended for large networks that will not connect to the internet or where only a few hosts need to be connected. This type of address space saves public address space and offers flexibility since a whole /8 can be used (reserved) without registration or co-ordination and no network plans are required.

Private Address Space is outlined in the following document: (again, what does this mean here?)

· (Ripe-185) "European Internet Registry Policies and Procedures"  it is outlined in RFC1918, not in ripe-185
private address space should always be considered, it is often a viable option, specifically for large enterprise networks.

6.1.4 Deployment Plan
A Deployment plan is needed when a big expansion is planned. Suppose a new corporation wants to have access to the Internet and estimates an immediate need for 4,000 addresses. In such cases, a deployment plan may be requested. This can help determine if the address space request matches the proposed deployment plan.

The plan should include:

· a list of events which will lead to the use of the requested addresses

· the dates that the events will occur

· description of equipment planned to be installed

The deployment plan should be consistent with other information in the request (addressing

plan, topology map).

6.1.5 Special Hardware
Due to the use of old systems or special purpose hardware some users are unable to make use of efficient or (assignments based on) classless addressing. In this case:

· specific hardware or software information which presents a problem should be gathered

· useful to know how long this hardware or software will be used

this only applies to dial-up (new section?):

The RIPE NCC is encourages its members to investigate and implement dynamic IP address assignment technologies whenever possible. Static IP address assignments are strongly discouraged (either for dial-up or for virtual web hosting). Special allocation and verification procedures apply when assigning static IP address and include:

· registration of each static assignment in the RIPE Database 

· periodic submission of the number of addresses assigned 

Static IP address assignments will be based on approximately 3 months expected usage based on 'number of customers', rather than network infrastructure.  Explain why (because IANA and RIRs need to keep an eye on such applications, because it could dramatically change usage pattern of Ipv4) 

6.2 PI Request

This section describes the difference between provider-aggregatable (PA) and provider independent (PI) address space. The advantages and disadvantages of both address assignments should be (is) made clear to the end-user. 

PI and PA address space is explained in (ripe-127) "Provider Independent vs Provider Aggregatable Address Space" at:
http://www.ripe.net/docs/ripe-127.html
PI versus PA Assignments
Is this section taken from ripe-127?

PA
Provider Aggregatable addresses are assigned out of an allocation block. The advantage of these addresses is that ISPs assign this address space in such a way that routing information for many customers can be aggregated once it leaves the provider's routing domain. After a customer leaves the service provider who assigned the address space, it can be assigned to another customer. A disadvantage is that each time a user leaves a  service provider the addresses have to be returned to the PA allocation of the former provider, i.e. the user has to renumber the network.

PI
Provider Independent address space is assigned separately, most often from Regional Internet Registries and not from a LIR's PA allocated block. The apparent advantage of PI address space is that the user does not have to reconfigure their hosts and routers if they decide to leave a particular service provider but may have routing problems. All PI assignments are entered in the RIPE database by a RIPE NCC Hostmaster. PI assignments will be maintained by the RIPE NCC Hostmaster Maintainer but can also show another maintainer.


Example: (mnt-by: RIPE-NCC-HM-PI-MNT)  ???????????????????

Requesting PI Space (formatting)
PI address space is requested much like PA address space using the (ripe-141) "European IP Address Space Request Form" as usual.  The  #[REQUEST OVERVIEW TEMPLATE]# in the form should contain the following:

"PI-requested: YES" 

The  #[NETWORK TEMPLATE]# should contain:

"status: ASSIGNED PI"
Please Note: 

· End-users should be informed about the implications of PI address space referencing (ripe-127) "Provider Independent vs Provider Aggregatable Address Space". 

· Consult the customer before submitting a request for PI or PA address space

· Customer contracts should clearly state the kind of address space (PA or PI). The lir should make contractual arrangements with the customer in order to clarify the status of the address space. Otherwise the customer might not undersstand the implications of his or her decision. 
· An explanation why PI address space is requested (for the use of PI address space) is helpful for RIPE NCC Hostmasters evaluating requests.

Assigning PI Space (formatting)
After evaluation of the PI address space request by a RIPE NCC Hostmaster the RIPE NCC assigns the address block(s) and enters the range(s) in the RIPE database. (with) the RIPE NCC Hostmaster maintainer is added to this object (or is referenced in this object) (see example below). Another maintainer can be requested as end-users may have to contact one of the maintainers to make changes to the inetnum object(s) of the PI assignment.

Example: RIPE Database Entry
inetnum:
194.1.208.0 - 193.1.215.255

netname:
GOODY2SHOES-2

descr:
Own Private Network 4 Goody2Shoes

descr:
Amsterdam, Netherlands

country:
NL

admin-c:
JAJA1-RIPE

tech-c:
JAJA1-RIPE

status:
ASSIGNED PI

mnt-by:
RIPE-NCC-HM-PI-MNT

changed:
hostmaster@ripe.net 19991111

source:
RIPE
This inetnum object example shows the status and mnt-by attributes in a PI assignment that are the significant differences compared to inetnum objects representing PA assignments.

Please note:
· Requested PI assignments smaller than a /24 (256 addresses) will be treated as all other assignments. The RIPE NCC will not assign a larger block purely for routing reasons. 

· The RIPE NCC recommends that end-users use PA addresses as a small amount of addresses can be easily renumbered if necessary.

· As the RIPE NCC does not except address space requests directly from end-users a PI requests must be made through a Local IR.

· As with PA assignments PI assignments are only valid as long as the original criteria on which the assignment was based are still valid. If an assignment is made for a specific purpose and the purpose no longer exists the assignment is no longer valid.

6.3 Renumbering

If requests for IPv4 addresses are made in exchange for addresses already in use the network(s) will be renumbered and addresses are returned to the RIPE NCC.  This section will explain:

· how to list the current addresses used in the (ripe-141) request form

· how to combine many networks of renumbering end-users

· what must be done after the return of addresses is complete

add here: in general a 1-to-1 exchange of addresses is possible if address space is returned.

Renumbering Request
Add here something like: there is not much difference to a ‘normal (non-renumbering) request, it is actually easier, because not so extensive documentation is required. 

A renumbering request is made by completing the (ripe-141) "European IP Address Space Request Form".
· The #[CURRENT ADDRESS SPACE USAGE TEMPLATE]# should contain information explaining how the addresses are used.

Note: This information should be checked against the information stored in the RIPE database (see below).

· The #[ADDRESSING PLAN TEMPLATE]# should contain information explaining how the new requested addresses will be used.

The "address-space-returned field" of the #[REQUEST OVERVIEW TEMPLATE]# should be completed specifying all ranges of addresses that will be returned, to whom and before what date by using the following format:

<x.x.x.x - x.x.x.x>  to <ISPx> (<xxx>) before <yymmdd>
The LIRs agreed that a period of 3 months is sufficient for users to renumber their networks.

How to Find Currently Used Addresses in the RIPE Database:
1. Using Whois Interface
 Inetnum object(s) can be found by querying the RIPE Database with the customer's IP address range(s) or netname(s) as follows:

-- whois -h whois.ripe.net [customer's IP range] 

or 

-- whois -h whois.ripe.net [customer'snetname] typo
The -L flag can be used to locate the LIR that has made the assignment(s) to the customer:

-- whois -h whois.ripe.net -L [customer's IP range]
This query shows the allocation block that the assignment(s) was made from:

Example: $ whois -h whois.ripe.net -L 195.35.80.0/25
Example output

The "next objects up" in the hierarchy (i.e. all less specific matches )can be found when searching using the inetnum object.

2. Glimpse Search
The Glimpse text based search can also be used to query a customer's current IP address range from the RIPE Database. The Glimpse search can be found at: 

http://www.ripe.net/cgi-bin/ripedbsearch
Renumbering Many Customers (formatting)
Renumbering on a 1-to-1 (address) basis is simple. All networks renumbering on a 1-to-1 basis can be included on one (ripe-141) form however separate addressing plans and inetnum objects should be listed for each of them. 

Please Note: 

· The Addressing Plan should show a utilisation of at least 50% of (old & new) addresses.

 Shall we put this here in writing? Is it mentionedin other documentation? Then leave it in.

· A separate request form per customer must be used when renumbering networks requiring more addresses than actually returned.

After Completing the Return of Addresses formatting
· Addresses returned to an allocation block data (such as inetnum objects) must be removed from the RIPE Database.

· Should a customer renumber addresses into an allocated block other than the block from which the addresses were originally assigned from, the "old" addresses should be returned to the former LIR of this customer. The customer should contact the former LIR to inform them about the release of addresses so that they can update their local records and the RIPE database accordingly.

6.4 New Allocation (completely new chapter)

The first allocation is made automatically by the ripe ncc with the first request for address space the lir submits. This section explains the procedure to request a new allocation (made when the addresses previously allocated are used up) and the requirements needed to receive a new block of addresses.

Allocation Procedures
"Slow Start"
Each new LIR receives a /19 range of addresses allocated together with the first assignment and can announce the whole prefix. (/19 = 8192 addresses) The size of future allocations will depend on how fast the previous allocation was used up (i.e. on the usage rate).

Requesting New Allocations 

A new allocation can be requested when approx. 80% of the addresses of the previous allocation are used up. A request should be sent to hostmaster@ripe.net bold? with the keyword NEWBLOCK in the subject line can be used (to get a higher priority). The message should include:

1. a summary of addresses that are already assigned

2. a summary of addresses still free

3. list of assignments of the previous allocation 

Example: New Allocation Requet (suggested format) :
Allocation : <range>

assigned: <amount of addresses>

free: <amount of addresses>

assigned Range

Netname

x.x.x.x/xx 


XXX

y.y.y.y/yy


YYY
Please Note:
No specific format for an allocation request is required. 

· The keyword NEWBLOCK is not recognized by the RIPE NCC distribution robot if the body of the email message contains a (ripe-141) request form template.

Evaluating New Allocation Request formatting
· The RIPE NCC Hostmasters check the LIR's new allocation submission request against the RIPE NCC internal records and the data stored in the RIPE Database.

· All assignments of the previous allocation(s) should have been made within the LIR's Assignment Window. For more information about Assignment Windows (see section XX: XXXX WHAT SECTION XXX)
· The records in the RIPE Database must be correct and should not show overlapping assignments.

Prior to Making New Allocation formatting
· LIRs will be asked to correct any inconsistencies of data held by the LIR and that of the RIPE NCC records and RIPE Database. If this process requires significant time LIRs and the ripe ncc can agree (can negotiate) a deadline to correct inconsistent data preventing the delay of a new allocation.

· An LIR's Assignment Window may be lowered by the RIPE NCC to ensure policies and procedures are met.

When data inconsistencies are corrected (or a deadline for corrections is set) and the evaluation process is complete:

· The RIPE NCC will allocate a new block of addresses to the LIR.  

· The RIPE NCC will update the RIPE database with the inetnum object reflecting the allocation.

· The LIR can announce the new prefix to the Internet.

6.5 IPv6 new chapter

The new version of IP addresses is IPv6 with 128 bits. This section describes the format of IPv6 addresses and the allocation policies. More information about IPv6 addresses can be on the RIPE NCC website at:

http://www.ripe.net/lir/registries/ipv6.html 

The RIPE IPv6 Working Group also contains useful information about IPv6. A mailing list is available for participation in IPv6 discussions and the progress of specification and implementation. The IPv6 Working group web pages can be found on the RIPE NCC website at: 

http://www.ripe.net/wg/ipv6/index.html
IPv6 

The current address format (boundaries) of IPv6 are :

  3|    13        |      13        |   6   ||  13 | 16  |  64

---+--------------+----------------+-------++-----+-----+------------

 FP|    TLA       |    subTLA      |  RES  || NLA | SLA |InterfaceID

---+--------------+----------------+-------++-----+-----+------------

                          |        |       ||     |     |   

                         /23       /29     /35   /48    /64
why /23 highlighted and why two lined at /35?

· The procedure to request reverse delegation for a sub-TLA is described in detail on the RIPE NCC web page.

IANA has allocated the following IPv6 blocks to the 3 existing Regional Internet Registries :

APNIC

2001:0200::/23

ARIN

2001:0400::/23

RIPE NCC
2001:0600::/23

IPv6 Allocation Policies
The general requirements for IPv6 allocations are :

· Peering with 3 = subTLAs typo 

AND either

· Plan to provide IPv6 services within 12 moths

OR

· Having = 40 SLA customers

This can only be met if there is already a crucial amount of IPv6 allocation made. Therefor different criteria for the bootstrap phase have been created (or soemthing like that) (move the next sentence after the bootstrap criteria) More information about IPv6 allocation polices are outlined in (ripe-196) " Provisional IPv6 Assignment and Allocation Policy Document" at: 

http://www.ripe.net/docs/ripe-196.html
· To request an IPv6 address block the "IPv6 Allocation Policies in the Bootstrap Phase" must be met, see next paragraph.

IPv6 Allocation Policies (Bootstrap Phase)
The current requirements to receive an IPv6 allocations are :

· Peering with 3 =typo Autonomous Systems

AND

· Plan to provide IPv6 services within 12 moths

AND either 

· Having = typo40 IPv4 customers

OR

· Having 6bone experiences

IPv6 Allocations
The first allocation a TLA Registry can hold is a /35 block representing 13 bits of NLA space. Additional 6 bits are reserved by the Regional Internet Registries for subsequent allocations for this first allocation.

· Before requesting IPv6 addresses please read should be read?  (ripe-196) "Provisional IPv6 Assignment and Allocation Policy Document".

· The request form for IPv6 addresses is (ripe-195) "IPv6 subTLA Request Form (in the Bootstrap Stage)".

The procedure to request reverse delegation for a sub-TLA is described in detail on the RIPE NCC website at (XXXX WEBSITE LOCATION XXXX)
RIPE Database Object
The RIPE database contains an inet6num object for IPv6 address allocations. The "status" field will be generated automatically by the database and does not need to be entered when sending the object to the database

Below you can find the inet6num object that has been created in the RIPE database reflecting the IPv6 allocation made to the European Regional Internet Registry, the RIPE NCC.  (--- WHERE ??????? whois <Ipv6 range> 
6.6 Advanced Reverse Delegation new chapter 

This section explains the reverse delegation procedures for larger LIRs with /16 allocations. Details about changing and deleting an existing delegation are provided and common errors and useful tools are described. 

6.6.1 Reverse Delegation of /16 Allocation
Upon request the RIPE NCC can delegate the entire reverse zone to the LIR with a /16 allocation.

Requirements and procedures are the same as for a /24 with the exception that one domain object can represent the whole /16 zone. 

· Three nameservers are needed. 

· The RIPE NCC's nameserver, ns.ripe.net, MUST be a mandatory secondary.

After delegation the LIR should continue to check sub-zone setup before further delegation and use the robot TEST flag. For more information about reverse delegation (see section 5 - Reverse Delegation) or the RIPE NCC website at:

http://www.ripe.net/inaddr/howtoreverse.html
6.6.2 Changing a Delegation
Changing a delegation usually occurs when a user is being assigned addresses that were returned. If you send an inaddr request for an existing zone and you forget to use the CHANGE keyword, the request will be REJECTED. For more information see:

http://www.ripe.net/inaddr/faq.html#change
Deleting a delegation is NOT automatic !!! To delete a delegation an email should be sent to: 

inaddr@ripe.net
The RIPE NCC must verify that persons requesting to delete a delegation have authority for the zone. For more information see:

http://www.ripe.net/inaddr/faq.html#delete
6.6.3 Common Errors
For common errors see the Reverse Delegation Frequently Asked Questions at: 

http://www.ripe.net/inaddr/faq.html
Please Note: 

· If an LIR has a /16 delegation it is very important to test reverse delegation requests. 

· An LIR with /16 delegation is responsible for the quality of this zone so each inaddr request must be checked.

· No new software needs to be written ??????????????? as the RIPE NCC has a TEST robot for LIRs to use. LIRs should send their test requests to with TEST in the subject line to:

auto-inaddr@ripe.net
The RIPE NCC test robot tool performs (does) all the normal tests, and all the same information is given back to the sender, without actually doing the reverse delegation. If there are no errors you can be assured that the request is fine.
Don’t understand why Q&A is in here:

Q. We advise such large LIRs to use our TEST tool. Why ?

A. An LIR is normally just one hop away from their end-users. When request is made to delegate a /24 zone the servers of the user may be reachable from the LIR's network but it is difficult to tell if the servers are reachable from the Internet, ie. outside the LIR's network. The solution is to use the RIPE NCC robot which is outside of the LIR's network.

Take out the following:

(Many common errors are very simple to avoid:

· Many make the mistake of not reading the error message properly. 

· Note that end-users can request to reverse delegate their zones and may not understand the assignment policy errors received. LIRs should provide assistance.)
More details on known pitfalls + some useful tips are available in the appendices of this booklet. (RFC1912). ( IS THIS TRUE?????  No idea
6.6.4 Useful Tools
The three tools (nslookup, host, dig) provide much the same functionality. They differ in how they present information and how *much* information is provided by default.

· nslookup (as part of BIND)

ftp://ftp.isc.org/isc/bind/src/cur/
nslookup: most widespread, distributed with BIND, used in the 'DNS and BIND' book. This tool is the best for new users.

>nslookup ns.ripe.net

Server:

hazel.ripe.net formatting

Address:
193.0.1.100

Name:

ns.ripe.net

Address:
193.0.0.193
· host

ftp://ftp.ripe.net/tools/dns/host.tar.Z
host: is used by the RIPE NCC for the hostcount as it provides useful statistics features.

>host ns.ripe.net

ns.ripe.net
A
193.0.0.193
· dig

ftp://ftp.isi.edu/pub/dig.2.0.tar.Z
dig:  is similar to 'host' but tends to be used by more experienced individuals as it provides exactly the information it receives back.

· almost the same output is received from dig from 'host -d'....

>dig a ns.ripe.net 

; <<> DiG 8.2 <<> a ns.ripe.net 

;; res options: init recurs defnam dnsrch

;; got answer:

;; -HEADER<<- opcode: QUERY, status: NOERROR, id: 6

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 7, ADDITIONAL: 8

;; QUERY SECTION:

;;  ns.ripe.net, type = A, class = IN

;; ANSWER SECTION:

ns.ripe.net.
8H IN A 


193.0.0.193

;; AUTHORITY SECTION:

ripe.net.

8H IN NS


ns.ripe.net.

ripe.net.

8H IN NS


ns.eu.net.

ripe.net.

8H IN NS


auth03.ns.uu.net.

ripe.net.

8H IN NS


ns2.nic.fr.

ripe.net.

8H IN NS


munnari.OZ.AU.

ripe.net.

8H IN NS


sunic.sunet.se.

ripe.net.

8H IN NS


sparky.arl.mil.

;; ADDITIONAL SECTION:

ns.ripe.net.
8H IN A


193.0.0.193

ns.ripe.net.
8H IN AAAA


::ffff:193.0.0.193

ns.eu.net.

1d21h10m42s IN A

192.16.202.11

auth03.ns.uu.net.
1d15h42m49s IN A

198.6.1.83

ns2.nic.fr.

1d21h7m11s IN A  

192.93.0.4

munnari.OZ.AU.
1d21h10m42s IN A

128.250.1.21

sunic.sunet.se.
1d2h36m1s IN A

192.36.125.2

sparky.arl.mil.
1d21h8m36s IN A

128.63.58.18

;; Total query time: 10 msec

;; FROM: spui.ripe.net to SERVER: default -- 193.0.1.100

;; WHEN: Tue Oct  5 14:21:41 1999

;; MSG SIZE  sent: 29  rcvd: 361
More detailed information about tools to manage DNS can be found at:


http://www.dns.net/dnsrd/tools.html
Conclusion

Advanced Reverse Delegation:

- the requirements and procedures to reverse delegate a /16 zone

- about changing and deleting an existing delegation

- common errors and useful tools

References
7. Administrivia font

7.1. Audit Activity

To ensure an equal and fair application of the assignment criteria and to aid LIRs in operating within the criteria, the RIPE NCC performs regular auditing and consistency checking. These activities are executed coherently with the goals of conservation and registration of address space and aggregation of routing information. They are furthermore used for revising and possible improvement of current procedures.

7.1.1. The Audit Process

The Audit Process may be initiated by several factors:

· Infrequent contact with the RIPE NCC. 



Due to the nature of the business or the Assignment Window of certain LIRs, they need very little coordination from the RIPE NCC. These LIRs are audited from time to time to ensure good working relations and to confirm that the LIR is aware of the latest policies and procedures.

· Random selection.

· Referral by RIPE NCC hostmaster 


If, during the course of normal Registration Services work , a RIPE NCC hostmaster has difficulty obtaining satisfactory answers from a LIR, the task can be passed on to the Auditing Team.

· External complaints concerning non-compliance with policies and procedures. 

The Audit Team investigates any external complaints, trying to ascertain the validity of the complaints before approaching the LIR in question.

7.1.2. Audit procedure 

In the audit activity, the following information will be looked at: 

Database Consistency:

· Is the information stored in the RIPE Database correct and valid? 

- Are the database entries separate, up-to-date and pointing to all individual customer assignments?

· Is the Database information stored in a correct manner?

· Are nic-handles used? 

· Are admin-c & tech-c referring to current contact persons?

Status?

Assignment Criteria: 

· Have all requests above the Registry's Assignment Window been sent to the RIPE NCC for approval?

· Is proper documentation regarding the request and the assignment gathered and archived by the Local Internet Registry ? 

· Have the correct assignment policies been followed? 

The documentation will be checked for the following: 

· The completeness of provided documentation

· The efficiency of IP usage (25% immediate usage and 50% in year 1)

· The use of classless assignments. 

RIPE NCC local records: 

· Are contact details up-to-date?

URLs!!!


Documentation


Address usage 25% -50%


Classless assignments

7.1.3. Audit Steps 

The initial contact from the auditing department is usually done by e-mail.  When the LIR responds, the auditor explains the procedure and tries to resolve any possible issues. In some cases this may result in a temporary lowering of the Assignment Window to ensure a correct application and understanding of policies and procedures.

In the event of the LIR not co-operating and an LIR can not be reached, further action will be taken. This may include: lowering an AW, adding mnt-lower to the Registry's allocation, and as a last resort removing reverse delegation.

7.1.4. Audit Motivation

The Audit Activity is a service for LIRs. It was requested by the community that the RIPE NCC should make (significantly increase its) efforts to actively check the quality and validity of registry data and fair distribution of address space. One of the goals is to ensure equal treatment: that all LIRs are applying the global assignment guidelines agreed upon by IANA and the RIPE community to all the customers equally.

An LIR may also ask to be audited. With the help of the Audit Team, the LIR can:

· Remove database inconsistencies much faster

· Make the process of gathering the required documentation for requests much easier and more efficient 

· Familiarise themselves with new policies at a rapid pace.

More details can be found in ripe-170 - "RIPE NCC Consistency & Auditing Activity ":
URL!!!

7.2. Billing Procedure

LIRs pay an annual fee, based on their size. To determine a fee, please refer to

document ripe-198 - "RIPE NCC Charging Scheme 2000 " (see URL below). There are several methods of payment: yearly, half-yearly and quarterly. Invoices are sent

by ordinary mail and e-mail (I believe). Delayed payment will result in reminders being sent:

· The first reminder is sent 4 weeks after the invoice. No other action is taken at this stage.

· The second reminder is issued after an additional two weeks. At this stage an Assignment Window may be lowered to 0 and a mnt-lower placed on the inetnum object(s) reflecting the allocation(s) of the LIR (allocations belonging to LIR.)
· The third reminder follows in another two weeks. If there is still no payment, no more services can be obtained from RIPE NCC (service level NONE).

Following this a procedure is started which will eventually lead to the closure of the

LIR and address space being taken back (or transferring/transferred  it to another LIR).

Any queries regarding payment and invoices should be addresses/addressed  to the following mailbox:

billing@ripe.net.

References:

Document ripe-160, "Guidelines for Setting up

a Local Internet Registry at the RIPE NCC" Section 4: "RIPE NCC Fees and Billing

Procedures "
URLs!!!!

7.3. Closing / Take-over of an LIR

Summary
This section provides an overview of the consequences of the closing/closure or take-over of an LIR. 

There are several possible scenarios where an LIR is closed of taken over by another LIR:

1. A Registry closes completely

2. One Registry takes over another registry and the other closes 

3. A Registry takes over another registry and both remain open 

4. A Non-registry takes over a registry 

The above mentioned situations are fairly rare and are therefore handled on a case-by-case basis. It is therefore very important to contact the RIPE NCC for details about exact procedures. This should be done to the following mailbox:

hostmaster@ripe.net
Issues that need to be resolved are among others the following:

· Billing issues

· Address space issues

· Authority of allocations  & reverse zones

· (Small) Database changes

New contracts may have to be signed between the RIPE NCC and the parties

involved, or confirmation of new contact persons.

If the ownership or name of a registry changes, or a merger takes place, then there is no need to change the Reg-ID. However, if the LIR insists on changing the Reg-ID, administrative overheads will have to be covered by paying a start-up fee, just like establishing a new registry.

References:

ripe-185, Chapter 6.5. : "When a Registry Changes Ownership"
ripe-185, Chapter 6.6. : "Closing a Registry"
URLs!!!
8. ADVANCED DATABASE ISSUES
Summary <- IS MISSING ???
Detailed information about the RIPE Database is contained in (ripe-157) "RIPE NCC Database Documentation" at: 

http://www.ripe.net/docs/ripe-157.html
8.1 Maintaining and protecting Database Objects
This section explains the 'usefulness' of a role object as opposed to a person object (see section 4.2.1 Creating 'person' Objects) how to update already existing objects and highlight the existence of a test Database.

[Most of the following section has been copied from Ripe-157 document: RIPE NCC Database Documentation.]

8.1.1 'role' Object

The role object is similar to the person object. It represents a company or a department within a company. However, it has an attribute "trouble" that may be used to provide contact information for operations staff.

A role object can be used as the technical contact for all assignments made from an allocation so that if any updates of contact information need to be made only one object is affected rather than all the inetnums individually.

[Can a role object be used as admin-c? Doc. says no] this is correct
8.1.2 Database Update Procedure

Updating an object that is already registered in the RIPE Database must first be retrieved from the database. Sentence?

· The -i flag provides the functionality to perform an inverse check for particular attributes or a combination of attributes.

For example: to retrieve all the objects where a person appears as admin-c, tech-c and zone-c the -i flag can be used in the following way:

$ whois -h whois.ripe.net -i admin-c,tech-c,zone-c JAJA-RIPE
As a result all the objects that contain Jan Jansen appears as either admin-c, tech-c or zone-c are retrieved from the RIPE Database.

· Once the object(s) that need to updated are retrieved the templates should be copied into an editor of choice, making the necessary changes, and sent to:

auto-dbm@ripe.net
To delete an object the 'delete' attribute must appear at the end of the object.

 Example:
person:  Ambrose Magee

address: RIPE Network Coordination Centre (NCC)

address: Kruislaan 409

address: NL-1098 SJ Amsterdam

address: Netherlands

phone:   +31 20 592 5065

fax-no:  +31 20 592 5090

e-mail:  ambrose@ripe.net

nic-hdl: AMRM2-RIPE

notify:  ambrose@ripe.net

changed: ambrose@ripe.net 970110

source:  RIPE
delete:  Duplicate person object.
The RIPE NCC recommends that the reason for deleting the object is used as the value of the delete attribute (see the example above). The RIPE NCC keeps logs of deletions and inquiries can be made if necessary.

Remember: Certain attributes must remain the same when updating objects. This way the software knows that an update is being made and the Database will overwrite the object rather than create a new one. These are the so called 'primary keys'.

· Primary keys for each object can be seen in the output of the -t flag.

8.1.3 Test Database (move to end of THIS WHOle  db SECTION)
A test database exists for users to learn how to use the software.  The test database uses the same software as the RIPE Database.

· No changes are made in the actual RIPE Database by changing an object in the TEST database.

· The data in the TEST database is _not_ a copy of the data in the RIPE Database.  Therefore the data is _not_ authoritative data.  (remove: No value should be put on the data in the TEST database.)
· Creating objects in the TEST database:
Send your object to:

test-dbm@ripe.net
An acknowledgement message is sent from this email address as is from the RIPE Database. 

· Finding objects in the TEST Database:
whois -h test-whois.ripe.net <Search String>

Example:
whois -h test-whois.ripe.net PB3-RIPE

The whois options that work in the RIPE Database also work in the TEST Database.

· 'Mntner' objects in the TEST Database:

Mntner objects in the RIPE Database can only be created by RIPE NCC staff.  

However, a mntner object  _can_  be created in the TEST database. (Note: This mntner object maintains only objects in the TEST database).

mntner objects are created  as follows:

(a) complete/fill in a mntner object template;

(b) send the tempalte to test-dbm@ripe.net
8.2 Protecting DB Objects
This section will explain how to protect objects or receive notification of  changes that have occurred to them.

8.2.1 Notification / Authorisation

Notification of changes is made easy by adding a notify attribute to objects. The value of the notify attribute is an e-mail address and notifications from the Database forwarding department will be sent to this e-mail address.

The RIPE NCC strongly recommends that all objects are protected by using a mnt-by attribute.  This authenticates that the person behind any update is authorised to perform any modification to the object(s).

· The value of the mnt-by attribute is a mntner object (see section 8.2.2 - Maintainer Object). All contact persons, authentication and notification details are globally concentrated in one object. If any updates are made only the mntner object is updated.

Hierarchical authorisation of an object type (only for "inetnum" or "domain" objects) by using a maintainer in a mnt-lower attribute (see section 8.2.4 - Hierarchical Authorisation).
8.2.2 Maintainer Object

Example of a "maintainer":

mntner:
RIPE-NCC-MNT

descr:

Maintains all objects for NCC

admin-c:
JLC2-RIPE

tech-c:
MK16-RIPE

upd-to:
ripe-dbm@ripe.net

mnt-nfy: 
auto-log@ripe.net

auth:

MAIL-FROM .*ripe\.net

mnt-by:
RIPE-NCC-MNT

changed:
mir/ncc/hostmaster (not mir)@ripe.net 19970614

source:
RIPE
The mntner object can be used for notification of any changes to objects and to allow only certain individuals to change objects. The mntner object contains information on contact persons and on authentication and notification details.

The mntner object is used each time a database object with a "mnt-by" attribute is created, updated or deleted to determine whether or not the originator of the update request is authorised to make the update.

· Each mntner object should have an unique name. 

· Adding a new mntner object must be authorised manually by RIPE NCC staff. Details are given in the sections to follow.

8.2.3 Authorisation Schemes

The authorisation model supports multiple authentication schemes. 

The auth (see example in section 8.2.2 - Maintainer Object) attribute specifies which scheme will be used to identify and authenticate update requests from this maintainer. 

NONE

This is the simplest authentication scheme which is entirely backwards compatible with the one currently used. No authentication is provided , i.e. it is assumed that all update requests originate from an authorised maintainer or are at least coordinated with one.

· This scheme provides everyone with the possibility to make changes while at the same time using the mnt-by attribute for its notification and documentation features. 

· A good reason to use this scheme is that the maintainer cannot guarantee timely processing of updates alone. 

· Should be used in combination with mnt-nfy attribute.

MAIL-FROM

This authentication method checks the content of the RFC822 From: header of an update request against the regular expression specified as <auth-info>. 
· It should be stressed that this authentication scheme is very weak. Forging RFC822 headers does not take much effort or ingenuity. 

· The reason for the scheme's existence is that it easily prevents accidental updates rather than allowing them first and fixing them later when notified. 

CRYPT-PW

This scheme uses the Unix crypt(3) routine that is also used for login passwords under Unix. 

The password provided by the user is encrypted with this function and stored in the Database in its encrypted form only. When the user later provides the password again for authentication:

· The <auth-info> stored in the Database is the encrypted password. This can either be obtained locally with the appropriate Unix tools or on e-mail request from ripe-dbm@ripe.net. 

When sending in update requests the cleartext password has to be provided in the message body by specifying:

password: <cleartext-password>

at the beginning of a line and preceding any update requests to be authenticated (the encryption is repeated and the results are compared). The password will remain valid for all requests following it in the same email message or until another password is specified. 

PGP-KEY-<argument>

Support for authentication with PGP signatures has been added. 

· This is the most secure way of protecting objects from un-authorised modification. 

· The current implementation supports DSS/Diffie-Hellman and RSA algorithms.

Please consult section 3 - PGP 3 authentication support of (ripe-189) "RIPE NCC Database documentation update to support RIPE DB ver. 2.2.1" for further information. The document can be found at:

http://www.ripe.net/docs/ripe-189.html

8.2.4 Hierarchical Authorisation 

Protection against the *creation* (only creating) of objects directly (one level) below in the hierarchy of an object type (only for "inetnum" or "domain" objects) is done by using a maintainer in a "mnt-lower" attribute. The authorization method of this maintainer object will then be used upon creation of any object directly below the object that contains the "mnt-lower" attribute.

When a  mntner object is created, please contact hostmaster@ripe.net to update the allocation object with a specified mntner in a mnt-lower attribute.

Conclusions
At this point you should be familiar with the use and utility of a role object, updates procedures, the test DB and objects protection.

References

Routing Registry Policies and Procedures (font) 

Is this not ready yet? Have you compared this with rie-181?

            Introduction

            The global Routing Registry contains information about routing policies and Autonomous Systems. For the RIPE region, this information is stored in the RIPE Routing Registry which is a subset of the RIPE database. What a routing policy and what an Autonomous System is, will be the subject of this chapter.

            Policy Based Routing

            Policy based routing comes into the picture when a provider wants to specify routing preferences and/or decides to act as transit for traffic coming from another provider. The following two examples will clarify this. 

            Example 1

 Backbone changed below to ISP-y…WHAT IS BACKBONE??? UNCLEAR??????  ((
The Transit provider is connected to both ISP-x and to ISP-y.  Transit provider may prefer to route traffic with destination “an end user” in ISP-x's network, directly to ISP-x. The route through ISP-y can be used as an alternative (back up) when the link with ISP-x goes down. 

            Example 2

A transit provider has information about how to reach certain networks and passes this information on

to ISP-Y. ISP-y may now decide to route traffic with destination as one of these networks, to the transit provider who will route it further (so as to get it to its final destination).

            Routing policies depend on agreements between peers and are normally based on political, economic or security related considerations.

            Internet Routing Registry

The Internet Routing Registry (IRR) was established in 1995.  Its purpose was to ensure stability and consistency of the Internet wide routing (?) by sharing information between network operators.  Furthermore, it was suggested that tools be developed to use and analyze this information - see (RFC1787).

URL???

            The Internet Routing Registry (IRR) consists of several public databases in which network operators can publish their routing policies and their routing announcements such that other network operators can make use of the data.  In addition to making Internet topology visible, the IRR is used by network operators to look up peering agreements, determine optimal policies, and more recently, to configure their routers.

            Global Internet Routing Registry

            The globally distributed Routing Registry consists of databases run independently and located in different parts of the world.

The Transit (Just “the transit”??)
            Each Regional Registry has its own network information database, part of which is used for routing information. APNIC however, not being a full Routing Registry, only publishes AS numbers without policy details. RADB and RIPE are both public registries where any ISP can publish their policies. ANS, a private registry, contains the routing policies of the networks and customer networks of ANS.

Most of these registries also mirror each other.  With the exception of the APNIC registry, all other registries exchange data regularly. This means registering is only necessary in one database.

            Benefits of IRR

            Ideally the Routing Registry reflects what is going on in the real world: routing policies as agreed upon between peers.  The information in the Routing Registry is among other things used by network operators for configuration of their own routers. It is therefore of extreme importance that the routing information is kept up to date. Regional and local registries along with providers and end-users have to take their responsibility to keep the information in the Routing Registry up to date.

References:

RFC document RFC1786 (previous ripe-181):

ftp://ftp.ripe.net/ripe/rfc/rfc1786.txt
URL!!

Autonomous System

            A group of networks that operate under the same routing policy, is called an Autonomous System. An example is a provider's network together with his customers networks. Neighbouring ASs being one hop away from each other, pass routing information to each other with the Border Gateway Protocol. (They "talk BGP".)

            Each Autonomous System has an uniquely assigned number. AS numbers are 16 bits long binary numbers. They are allocated by IANA to the Regional Registries who in turn assign them to the end users. The AS number together with the routing policy of the Autonomous System, is registered in the Routing Registry. The AS administrators are responsible for keeping the information up to date. Whenever there is a change of policy, such as peering agreements come to an end and/or new agreements are set, the information in the Routing Registry must be updated.

Policy Based Routing (2)

 (This needs to be syncronised with the slides!!)

            According to the slide “something”, ISP-y has two connections now, one to ISP-x and one to the Transit provider. ISP-y is thus multi-homed and can apply for an AS number.

            How to get an AS number

            Before assigning the AS number, RIPE NCC hostmasters will check the following:

· Does the customer requesting an AS number have address space?

· Is the customer multi-homed?

· Is the routing policy specified in the form ripe 147, consistent?

            Two months after the assignment of the AS number, RIPE NCC hostmaster will verify whether the number is indeed being used on the public Internet.

            AS Example (part 1)

            See the slide in the course book with the same title. ( check!
            The following example of the routing policy of AS-NEW will be discussed below. (The routing policies of AS2 and AS3 are only partially represented.) AS-NEW is multi-homed and announces itself to AS-2 and AS-3.  In other words, AS-NEW tells AS-2 and AS-3 that they can route traffic with destination a network in AS-NEW, to AS-NEW.  AS-2in turn announces itself to AS-NEW, thus AS- NEW can route traffic with destination a network in AS-2, toAS-2. AS-3 announces ANY to AS-NEW, thus not only networks in AS-3 but all networks AS-3 knows about, which are announced to AS-3 by its peers. With this information AS-NEW can route traffic not only to networks in AS-3 but to all networks that are directly or indirectly announced (thus known) to AS-3. In fact AS-3 acts as transit for traffic coming from AS-NEW.

            With this information AS-NEW can set preferences as to where to route traffic to. This is reflected by the “as-in” lines in the routing policy. In the example on the slide, AS-NEW accepts the information provided by AS-2 and will route traffic with destination a network in AS-2, to AS-2. AS-NEW also accepts reach ability information from AS-3 and will route traffic with destination a network in AS-3 or a network in any other AS that is known (announced) to AS-3, to AS-3.  It is thinkable that AS-2 is known (indirectly announced) to AS-3 and reachable through AS-3 as well. In other words, AS-2 could be part of "ANY". In the following paragraph we will see what AS-NEW can do with this information.

            AS Example (part 2)

            AS-NEW prefers to route local traffic, with destination a network in AS-2, to AS-2 directly and not to AS-3. AS-NEW can express preference for a certain route by attaching a lower cost to it in the routing policy. The lower the cost the higher the priority (preference) for that route. In the example we see that for local traffic to AS-2, AS-NEW prefers the route to AS-2.

            If we assume that that AS-2 is part of "ANY" in the policy:

            aut-num: AS-3

            as-out: to AS-NEW announce ANY

            AS-NEW can also route traffic with destination a network in AS-2, to AS-3, for example if the

direct link (which is still the most preferred) with AS-2 goes down. In that case the route to AS-3 serves

as back up but since it is less preferred, it has a higher cost and thus lower priority. Aut-num Object

            It is the Local IR who on behalf of his customer sends an AS request to the RIPE NCC. This should be done to the following mailbox:

hostmaster@ripe.net.

 A RIPE NCC hostmaster will determine whether the request meets assignment policy criteria (see previous section "How to get an AS number"). The AS numbers are assigned consecutively is added to the aut-num template containing the routing policy and other (mandatory) information provided in the request form. When completed, the template will be entered in the database and a new aut-num object is created. See the slide in the course book for an example of an aut-num object. (( !!?
            An aut-num object must have a MNTNER assigned to it.  The maintainer has to be specified in the mnt-by: field. If the customer does not have a maintainer yet, a completed maintainer template must be sent to the RIPE NCC who will create a maintainer.

            Default lines indicate where traffic should go when no routing information is available, for whatever reason. In the example on the slide, only one default line is specified. However, default lines can be multiple and are also subject to preference specified by costs.

            The Route Object

            The route object represents a route in the Internet.  A route in the Internet is information about how to reach a network and a "promise" to accept data. A route is represented as a prefix, which is the network part of the address that points to the network in question.

            An example

A single homed local registry announces the prefix (network part) of it’s allocated address range to it’s transit provider. If the transit provider is multi-homed and runs an Autonomous System, the single-homed local registry's route (prefix that points to registry's network) automatically follows the routing policy of transit provider's AS. The transit provider announces the registry's route to the Internet, or to put it differently: the registry's route originates in transit provider's AS. Ideally, a route has one origin only.  If the same prefix (route) originates in different ASs, this might cause unstable routing. This is also true for overlapping routes.  At some point the local registry might decide to become multi-homed and set an Autonomous System for his own and customers' networks. Routes to these networks will then originate in his own AS.

"cross-mnt" Attribute in "aut-num" Object

            In the paragraph above it has been explained that overlapping routes that originate from different Ass, can be the cause of routing instability.  To tackle this problem, the cross-mnt attribute was implemented, a mechanism that gives off a warning whenever an overlapping route object in the database is created or deleted. Although overlapping routes are not always unwanted, it is good to keep an eye on them.

            Routing Registry Objects

            So far we have treated the most important objects of the Routing Registry: the aut-num object and the route object. For more information, please use the following commands in the whois database:

whois -v

whois Flags in RR

 - should this be left like this????

RA Tools

Next Generation - RPSL

            The RIPE Routing Registry is a subset of the RIPE database and is currently built on a syntax that is described in Document (ripe-181).  Ripe-181 will gradually be replaced by the “Routing Policy Specification Language” (RPSL). Currently ripe-181 based routing information is automatically translated to RPSL once a day. Routing information in RPSL format can be queried at:

rpslii.test.ripe  

The gradual transition to RPSL is due to start in the beginning of year 2000. The transition process needs to be co-ordinated with the users, since they may need to re-write some tools. The new server will be RPSL only, but will translate back to ripe-181, however with some loss of information.  RADB has already started to offer a Routing Registry built on RPSL.

            Conclusion

 This chapter has illustrated whether and when and LIR needs to become an Autonomous System and how to obtain an AS number. It has hopefully also made clear what responsibility it entails to be an Autonomous System.  Finallly: keeping the Routing Information in good shape and up to date, is the only way to ensure consistency of Internet wide routing!

References:

URLs of above mentioned docs!!
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